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Welcome - Logistics

• Webinar is being recorded.
• All lines will be muted during the presentation.
• Use the chat/questions window to submit your 

questions.
• All questions will be answered at the end of the 

presentation.
• A recording of this webinar will be emailed to you 

shortly after the webinar has ended.



Today’s Discussion

• Overview of the CCPA Regulations
• Understanding Privacy & Postal Data
• Data Security & Postal Regulations
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Overview of the CCPA Regulations

Learn more at www.GrayHairSoftware.com
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Agenda

• Background, Scope, Key Definitions

• Consumer Rights

• California Attorney General Regulatory Process and 
Enforcement

• Strategic Considerations



CCPA

Why the CCPA 
Matters 

Shift towards the 
European approach 
to privacy

Implementation of 
consumer directed 
disclosures and controls

Creation of 
systems and 
processes to 
respond to 
consumers 

Extensive potential 
liability for security 
breaches

Navigation of 
overlapping federal 
laws



Background

October 2017 –
Ballot initiative 

submitted to the 
California Attorney 
General’s Office by 

consumer 
advocates. 

May 3, 2018 –
Advocates 

announced the 
initiative had 

obtained 
enough 

signatures to go 
to voters.

June 21, 2018
– CCPA 

introduced to 
replace the 

ballot initiative. 

June 28, 2018
– Governor 
Brown signs 

the CCPA into 
law.

September 23, 2018
– Governor Brown 
signs bill making 

limited amendments 
to CCPA.



CCPA Regulatory Timeline

CA OAL 
Review 
Period

December 
6, 2019

February 
25, 2020

Initial draft of 
proposed regulations to 

implement CCPA is 
formally published

October 
11, 2019

Final day to submit written 
comments to the AG on the 

initial draft of proposed 
regulations

AG releases 
revisions to proposed 

regulations

Two additional rounds 
of comments in March 

2020

AG may begin 
enforcement

February 
10, 2020

Once the regulations are submitted to the 
California Office of Administrative Law 

(“OAL”), the OAL has 30 working days to 
review the regulations, and if approved, the 

regulations become effective

July 1, 
2020



Request for Delay

“Right now, we’re committed to 
enforcing the law upon finalizing 
the rules or July 1, whichever 
comes first,” Sarah Lovenheim, a 
spokeswoman for Mr. Becerra, 
said in an email. “We’re all mindful 
of the new reality created by 
Covid-19 and the heightened value 
of protecting consumers’ privacy 
online that comes with it.”

Trade Groups Ask California to Delay 
Privacy Law Because of Coronavirus, 
The Wall Street Journal – David Uberti 
– March 20, 2020



Scope of CCPA

Any company that does business in 
California and meets one or more of 

these standards:

Annual gross revenue over $25 
million

Collects or shares personal 
information annually from 50,000 

consumers, households, or devices

Derives at least 50% of annual 
revenue from sale of personal 

information

Obligations and limitations extend to all 
personal information maintained about 

consumers.

Consumer = any natural person who 
is a California resident

Personal Information = information 
that identifies, relates to, describes, is 

reasonably capable of being 
associated with, or could reasonably 
be linked, directly or indirectly, with a 

particular consumer or household



Service Providers and Third Parties

Service Provider = a legal entity that is organized or 
operated for the profit or financial benefit of its owners, 
that processes information on behalf of a business and 
to which the business discloses a consumer’s PI for a 

business purpose pursuant to a written contract, 
provided that the contract prohibits the entity receiving 

the information from retaining, using, or disclosing the PI 
for any purpose other than for the specific purpose of 

performing the services specified in the contract.

Third party = a person who is not (1) the business that collects PI from consumers; (2) a person to 
whom the business discloses PI for a business purpose pursuant to a written contract, provided that the 

contract:
• Prohibits the person receiving the PI from selling it;
• Prohibits the person receiving the PI from retaining, using, or disclosing it for any purpose other 

than for the specific purpose of performing the services specified in the contract;
• Prohibits the person receiving the PI from retaining, using, or disclosing it outside of the direct 

business relationship between the company and the business; and
• Includes a certification that the person receiving the PI understands these restrictions.

Service Provider = Proposed 
Regulation

For internal use to build or improve the 
quality of services, provided that the use 

does not include building or modifying 
household or consumer profiles to use in 
providing services to another business, 

or correcting or augmenting data 
acquired from another source



Information Covered

• Information that:
• Identifies, relates to, describes,
• Is reasonably capable of being associated with, or
• Could reasonably be linked, directly or indirectly,
• With a particular consumer or household.

Functional Definition of Personal Information

• Identifiers including name, postal address, online identifier, IP address
• Unique, persistent identifier to recognize a device linked to a consumer 

or family, over time and across services, including cookies, customer 
number, unique pseudonym, and other persistent or probabilistic 
identifiers

• Geolocation data
• Internet and other network activity information, including browsing, 

search, and usage data

Selected Examples (that are personal information if they 
meet the functional definition)



Exemptions

• Technical safeguards and business processes prohibit reidentification
• Business processes prevent inadvertent release of deidentified information
• Business makes no attempt to reidentify the information

Deidentified Information

• Information related to a group or category of consumers
• Individual consumer identities removed
• Not linked or reasonably linkable to consumer/household, including via 

device

Aggregate Information

• Personal Information does not include publicly available information
• Publicly available information means information that is lawfully made 

available from federal, state, or local government records, if any conditions 
associated with such information

Publicly Available



Key CCPA Rights



Right to Know

Request for Information –
Collection

Categories of PI collected about the 
consumer

Categories of sources of PI

Business purposes for collecting or selling PI

Categories of third-party recipients of PI

Specific PI collected about a consumer

Request for Information –
Sale or Business Disclosure

Categories of PI collected

Categories of PI "sold“ 

Categories of third-party recipients of PI

Categories of PI disclosed for a business 
purpose

If PI has not been sold or disclosed for a 
business purpose, disclosure of that fact



Right to Delete

Deletion Requests

Generally applies to all PI 
collected from the consumer

Company must direct 
service providers to delete the 

PI as well

Recognizes numerous 
exceptions



Right to Opt Out

Opt-Out Right

Consumer (or authorized representative) 
has right to opt out of the "sale" of PI

Must wait 12 months before requesting 
that consumer re-authorize sale of PI

Must use the information from the opt-out 
request only to comply with the request

Sale = selling, renting, releasing, 
disclosing, disseminating, making 
available, transferring, or 
otherwise communicating orally, in 
writing, or by electronic means, a 
consumer’s PI by the business to 
another business or a third party 
for monetary or other valuable 
consideration.

Considerations:
• Broad definition of sale
• Narrow exceptions, contract 

updates may be needed
• Consumer fraud



Enforcement

• The California Attorney General may bring suit against a business to enjoin 
any conduct that violates a provision of the CCPA or obtain civil penalties of 
$2,500 per violation or $7,500 for each intentional violation.

• 30-day cure period applies.

California Attorney General Enforcement

• Any consumer whose nonencrypted [and] nonredacted PI is subject to 
unauthorized access, exfiltration, theft, or disclosure as a result of the 
business’s violation of the duty to implement and maintain reasonable 
security procedures and practices appropriate to the nature of the information 
to protect the PI may institute a civil action for:
• Injunctive relief, any other relief the court deems proper; and/or the greater

of damages in the amount of $100 - $750 per consumer per incident or 
actual damages.

• 30-day cure period applies.

Private Right of Action



Compliance Steps to Consider

• Update your privacy policy

• Review your contracts

• Engage in a data mapping exercise

• Build forms and stock responses for consumer 
requests

• Create a flexible approach that can adapt to conflicting 
requirements that may develop in other states

• Consider leveraging processes built for GDPR



Understanding Privacy & Postal Data

Learn more at www.GrayHairSoftware.com
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Privacy & Postal Data

• What Type of Data?

• CCPA Implications

• Compliance Considerations



Postal Data

• National Change of Address Database (NCOA®)
• Change of Address Information
• Name, Address

• Address Correction Service (ACS™)
• Change of Address Information
• Undeliverable-As-Addressed (UAA) Codes

• Third Party / Client Data



Key CCPA Questions

• Is it Personal Information?
• “Any information that identifies, relates to, describes, is 

reasonably capable of being associated with, or could 
reasonably be linked, directly or indirectly, with a 
particular consumer or household.”

• Specifically includes real name, postal address, and 
unique personal identifiers

• Nixies

• But is it Publicly Available?
• “Lawfully made available from government records”
• Need not be directly acquired from government source



Application to Postal Data

• COA, Names and Address
• Government sourced = publicly available
• NCOA® and ACS™ are USPS sourced
• USPS is the government

• UAA codes
• USPS Sourced
• USPS is the government

• Names, Addresses, and move information outside 
NCOA / ACS

• Government source?
• Purchased lists?



Permanent Status

• Data Maintains its Status
• Combining publicly available information and 

personal information does not change the 
nature of either

• Publicly available information remains publicly 
available information, even when it is 
transferred through private parties



Bottom Line

• Data provided by USPS is “publicly available”
• Companies collecting and using only publicly 

available data are not “businesses” subject to 
CCPA

• Similar—or even the same—data provided by 
private sources may be “personal information” 
unless data originally comes from a public source

• Companies collecting or using this “personal 
information” may have CCPA compliance 
requirements



Service Providers

• Processes 
Personal 
Information on 
Behalf of a 
Business

• Contract Prohibits 
Use or Disclosure 
for Purposes 
Outside Contract



Data Security, Postal Regulations & 
the Future

Learn more at www.GrayHairSoftware.com
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• SOC2 with HITRUST Mapping
• PCI
• HIPPA
• Security Awareness Training
• HR Security Policy
• Annual Intrusion Detection
• Encrypted Data at Rest

Security Best Practices



Worldwide Developments



2019 Privacy Legislation



Legislation Expected In 2020



Two Key CCPA Amendments

• AB 874 – De-identified, aggregate and publicly 
available data exemption

• AB 1202 – Data broker annual registration
 Also required in VT



USPS Impacts

• USPS has remained mostly silent on this issue
 Leaving industry to fend for themselves

• Mailing lists could start to become scarce
• Luckily USPS products and services not currently 

affected
• Some mailers have stopped mailing to states with 

Privacy Legislation and this trend will continue
• What about Seamless Acceptance?



Other Considerations

• Will Federal Legislation preempt State Laws
 Some provisions in current proposals good and 

bad
• Things like email addresses considered private data
 Will affect digital marketing

• Need to allow for opt-out on websites
• Need to revise database retention strategy
• Need to track usage and access of PII
• The future will create new opportunities



Chain of Custody



Questions?

Reminder: Please submit your questions via the chat window

Learn more at www.GrayHairSoftware.com



Thank you for attending today’s webinar!

Questions or comments, please email us at info@grayhairsoftware.com

Learn more at www.GrayHairSoftware.com
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